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On 21* July 2014, one of my Inspectors, Mr Kevin Davis, visited your Council
on my behalf to review your management of covert activities. | am grateful to
you for the facilities afforded for the inspection.

14" August 2014

| enclose a copy of Mr Davis's report which | endorse. | am pleased to see that
the recommendations made following the last inspection in 2010 have been
discharged. Through the efforts of Mr David Lawson and M/s Alison Stewart you
have in place a good structure to ensure RIPA compliance.

The single recommendation is that, as a matter of urgency, you ensure
compliance with paragraph 3.30 of the Covert Surveillance and Property
Interference Code of Practice in relation to elected members’ review of the use
of RIPA

| shall be glad to learn that your Council accepts the recommendation and will
see that it is implemented.

One of the main functions of review is to enable public authorities to improve
their understanding and conduct of covert activities. | hope your Council finds
this process constructive. Please let this office know if it can help at ant time.

~
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M/s Jo-Anne Ireland

Head of Paid Service
Brentwood Borough Council
Town Hall

Ingrave Road

Brentwood

Essex CM15 8AY

PO Box 29105 London SW1V 1ZU Tel 020 7035 8127 Fax 020 7035 3114
Web: www.surveillancecommissioners.gov.uk email:oscmailbox@osc.gsi.gov.uk
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DISCLAIMER

This report contains the observations and recommendations identified by an individual
surveillance inspector, or team of surveillance inspectors, during an inspection of .the
specified public authority conducted on behalf of the Chief Surveillance Commissioner.

The inspection was limited by time and could only sample a small proportion of covert
activity in order to make a subjective assessment of compliance. Failure to raise issues in
this report should not automatically be construed as endorsement of the unreported

practices.

The advice and guidance provided by the inspector(s) during the inspection could only
reflect the inspectors’ subjective opinion and does not constitute an endorsed judicial
interpretation of the legislation. Fundamental changes to practices or procedures should
not be implemented unless and until the recommendations in this report are endorsed by
the Chief Surveillance Commissioner.

The report is sent only to the recipient of the Chief Surveillance Commissioner’s letter
(normally the Chief Officer of the authority inspected). Copies of the report, or extracts
of it, may be distributed at the recipient’s discretion but the version received under the
covering letter should remain intact as the master version.

The Office of Surveillance Commissioners is not a public body listed under the Freedom
of Information Act 2000, however, requests for the disclosure of the report, or any part of
it, or any distribution of the report beyond the recipients own authority is permissible at
the discretion of the Chief Officer of the relevant public authority without the permission
of the Chief Surveillance Commissioner. Any references to the report, or extracts from it,
must be placed in the correct context.
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OSC,

Office of Surveillance
Commissioners
OSC INSP/075
The Rt. Hon. Sir Christopher Rose
Chief Surveillance Commissioner
PO Box 29105
London SW1V 1ZU 27 July 2014.

The inspection took place on Monday 21 July 2014.

Inspector
Mr Kevin Davis.

1 The Borough is named after the town of Brentwood which is the main development in the
area. There are still large areas of woodland including Shenfield Common,

2 The Council describes in its Corporate Plan the following six priority areas:

Street Scene and Environment -
Localism

A prosperous Borough
Housing, Health and Wellbeing
A safe Borough

A modern Council.

3 The Council provides a range of services to a population of 70,000 and employs
approximately 300 staff,

4  The Managing Director of the Council stood down from the position on 6 July 2014. The
Council has appointed Ms Jo-Anne Ireland to the position of Head of Paid Service,
- pending the recruitment of a Chief Executive,

5 The address for correspondence is, Brentwood Borough Council, Town Hall, Ingrave
Road, Brentwood, Essex, CM15 8AY.
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Inspection Approach

The purpose of the inspection was to examine policies, procedures, operations and
administration in relation to directed surveillance and covert human intelligence sources
(CHIS) under the Regulation of Investigatory Powers Act 2000 (RIPA).

During the inspection I had discussions with the following members of staff:

o Ms Alison Stewart (Acting Head of Legal)
e Mr David Lawson (Monitoring Officer)
o Mr Rick Steels (Revenue and Benefits Manager).

Review of Progress

HH Dr Colin Kolbert in his inspection report in November 2010 made three
recommendations.

1) The Council’s ‘Corporate Policy and Procedures on RIPA’ should be amended as was
discussed and outlined in paragraph 7

Action

7 of Dr Kolbert’s report concerned the use of CHIS. The appropriate
amendments have been made and are included in the draft RIPA policy document.

Discharged

2) Care must be taken to ensure that any directed surveillance undertaken is “necessary”
in accordance with S.1.2003, No 3171(see paragraph 12).

Action
This issue is explained in the draft RIPA policy document.
Discharged

3) All authorisations should be rigorously reviewed to ensure that the issues outlined in
paragraph 10 are demonstrated to have been fully considered and documented.

Action
Advice and guidance to authorising officers is included in the draft RIPA policy document.

Discharged
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Dasmhmnand'l‘htmmk(BD’l)LegalSenrice. BDT covers the same locations in terms of
comtsanddteamngemembﬁnpmgeﬂmappmximamlymhwyenmsd:eﬂme
councils.

Ms Alison Stewart who is a BDT employee is the Senior Responsible Officer (SRO) for the
Council. Although Ms Stewart is an employee of BDT Legal Services and Thurrock
Council, she is also a member of the Brentwood Council Corporate Leadership Team. The
Coumcildoesnotasyetcomplywiﬂnpaxagmph3.300ftheCovenSurveillanceand
PmpenymﬁerfennoeCodeomecﬁw.lmiseddleisawwiﬂerLawmmdMssman
whosMeddmﬂ:emorﬁngpmwoﬂdbeginMSepwmba'ZOM.Aﬂmlwmtmpom
mtobembmiwedtotheAuditandScruﬁnyCommittee.

lexminedd:edmﬁdocumemwdfomditwbeeompnhwsiveandeasywmdemmdfor
bod:applieanwandauﬂnorising officers. My only observation is that in paragraph 10, the
SROisgiventheroleasdneﬁnalarbiter,andisshowntoberwponsibleforapprovingan
authorisation already signed by an authorising officer.

I would suggest that this is not the role of the SRO. The Code of Practice for Covert
Surveillance and Property Interference paragraph 3.28 states the following.

‘A Senior Responsible Officer should be responsible for:

® the integrity of the process in place within the public authority to authorise directed
and intrusive surveillance and interference with property or wireless telegraphy;

© compliance with Part Il of the 2000 Act, Part III of the 1997 Act and with this code;

® engagement with the Commissioners and inspectors when they conduct their
inspections, and

® where necessary, overseeing the implementation of any post inspection action plans
recommended or approved by a Commissioner. '

The draft RIPA policy document gives details of the two authorising officers within the
Council excluding the Chief Executive.

The draft RIPA policy document states that before any authorised covert activity takes
place, the applicant is required to inform the Divisional Intelligence Unit at Brentwood
Police station. Though this is not a legislative requirement, I believe it to be sensible and
could be reduce the risk of compromise and enhance the safety of the Council surveillance
operatives.
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Treining

Mr Lawson arranged for training to take place in February 2014. The course was delivered
by an outside contractor and was attended by 18 relevant personnel. The training was well
receivedbythosewhoanendedandMr[.awsonhasaeatedauainingrecordofﬂlosewho
attended.

Significant issues
Council ethos

The Council is not a regular user of the powers vested under RIPA but is not afraid to use
covert investigative teghniques when required.

The Central Record of Authorisations is compliant with paragraph 8.1 of the Covert
Surveillance and Property Interference Code of Practice and is maintained by Mr Lawson.

Di i Surveill
Directed surveillance has not been authorised since the last inspection in 2010.

CHIS

There have been no authorisations for CHIS since the last inspection. This is an area of
covertactivitythattheCouncilisnotkeentoembarkuponbecausemeydonothave
experience in this area of covert investigation.

The draft RIPA policy document sets out clear guidance for both applicants and authorising
officers. In discussions with Mr Lawson and Ms Stewart it was evident that they would be
reluctant to sanction the use of CHIS, but acknowledged that should the situation arise they
would have a responsibility to act. n the first instance they would seek advice from the
Brentwood Council ‘Community Safety Team’ that works closely with Essex police.

Social medi

I interviewed Mr Rick Steels the Revenue and Benefits Manager conceming the use of
social media as an investigative tool. He was of the opinion that some members of staff did
access social media such as ‘Facebook’ but only viewed ‘open source material’. Mr Steels
was unaware of OSC guidance note 308. The Council may wish to circulate to relevant
personnel the information contained in the OSC guidance document.
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Observations

23  Brentwood Borough Council, through the efforts of Mr Lawson and his colleague Ms
SwwmtﬁomBDTLegalSavie&s,haspmagoodsuucuneinplacetommRIPA

compliance.

24  Finally, I would like to thank all of those who participated so positively in the inspection
process, and in particular Mr David Lawson for making all the necessary arrangements.

Recommendsation

25 That the Council as a matter of urgency ensures compliance with paragraph 3.30 of the
CovettSurveillancenndepeﬂylnterferenceCo&omectice, which relates to the
requirement of elected members of the Council to review the authority’s use of the 2000
Act.

Kevin Davis

Surveillance Inspector.
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